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Mpunoxexue

METOAWYECKMUE PEKOMEHOALIUU
O PASMELLEHMU HA UH®OPMALIMOHHbIX CTEHAAX, OPULNATBbHbIX
WHTEPHET-CAUTAX U APYTUX UH®OPMALIMOHHbLIX PECYPCAX
OBLUEOBPA30BATEJIbHbIX OPFAHU3ALIMA U OPFAHOB, OCYLLECTBNAIOLWMX
YNPABJNEHUE B COEPE OGPA30BAHUA, UHOOPMALIUX O BE3OMNMACHOM
NOBEAEHNN U UCNMONb30OBAHUU CETU "MHTEPHET"

Okcneptamn 1M uneHamu BpemeHHon komuccum CoseTta degepaumy No pasBUTUMIO UHGOPMALIMOHHOIO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOaUUA napnameHTCKux crywaHuin "AkTyanbHble BONpockl obecneyeHus
©e30nacHOCTN U pa3BUTUSA AeTel B MHOPMALMOHHOM NpocTpaHcTBe", koTopble npolwwnn B Coete ®enepauun 17
anpena 2017 r., Obinn paspaboTaHbl MeToOUYECKMEe peKOMeHAauun O pasMeLleHMM Ha WHEOPMAaLMOHHbIX
cTeHAax, oduuManbHbIX WHTEPHET-calTax M Opyrux WHAPOPMALMOHHBLIX pecypcax obweobpa3oBaTenbHbIX
opraHu3aumi 1 OpraHoB, OCYLLECTBMSIOWMX ynpaBneHve B cdepe obpas3oBaHusi, MHopMauum o Ge3onacHom
noBefeHUn 1 ncnonb3oBaHun cetn "IHTepHeT" (Danee - MeToanyeckue pekoMmeHaaumm).

MeToguyeckMe pekoMeHOauMn HanpaBreHbl Ha KayeCcTBEHHOE MOBLbILEHWE YPOBHA WHGOPMAaLMOHHOM
OesTenbHOCTM 06LWeobpasoBaTernbHbIX OpraHM3auuin M OpraHoB, OCYLUECTBMSIOWMX YyrnpaBrneHne B cdepe
obpasoBaHusi, B 4acTU MWH(OPMMPOBAHMSA Yy4yalUMXCs, WX poauTenei (3akoHHbIX npeAcTaBuTenen) wu
negarormyecknx paboTHUKOB 06 OCHOBHBIX acnekTax MHopMaLMOHHON Ge30MacHOCTU.

MeToamnyeckne pekoMeHZauum  Mno3BonAT  obuwleobpasoBaTenbHbIM  OpraHu3auusiM 1 opraHam,
OCYLLECTBMSALWUM ynpaerneHne B cepe obpasoBaHusi, akTyannanpoBaTb YK€ UCMONb3yeMblEe U pa3MeLLEHHble
WH(OPMaLMOHHbIE MaTtepuarnbl, Tak U MOArOTOBUTbL MX B ClyvYae UX OTCYTCTBUSI C YYETOM JyYLIMX MPaKTUK 1
pekomeHaaunin.

B pamkax meTogu4eckmx pekoMeHgaumn paccMaTpmBaroTCs CreayoLme MHCTPYMEHThI:

1. NHpOpMALMOHHBbIE CTEHAbI;

2. ouumanbHble NHTEPHET-PecypChl;

3. cpeacTBa MaccoBOW MHGOPMaLUK (LLKOSbHbIE Fa3eThbl, NeJarornyeckme n3gaHus n apyrue).

UHdopmaumnoHHbIe cTeHabl

Ha wHdopMaumoHHbIX cTeHgax B obweobpasoBaTenbHbIX OpraHM3aumsx, pacrofioXeHHbIX B downe
YUPEXOEHMN M B KabWHETax, OCHALLEHHbIX MepPCOHanbHbIMW YCTPOWCTBAMM ANS Bbixoda B ceTb "VHTepHeT",



peKoMeHOyeTCsl pa3MecTUTb MH(OPMaUMOHHbIE MaMSITKM, COAepKallMe OCHOBHble COBETbl M0 0GecneyeHuto
MHpopMaLIMOHHON 6e30MacHOCTU yYaLLUXCS.

B npunoxeHun N 1 Kk MeToan4YeckUM pekoMeHaaumsiM npeactasrneH obpasel, NamsaTkvM Ans pasMeLLeHns Ha
NMHGOPMALIMOHHBIX CTEHAAX.

CpeacTteBa maccoBoi nHdopmarmm

B cpenctBax maccoBon MHGOPMaLUK, OPUEHTUMPOBAHHBLIX Ha OBOy4YalOLUMXCH, PEKOMEHAOYEeTCA B Te4yeHue
y4yebHOoro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarnbl, NOCBSLEHHbIe OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTK, a TaKkkKe pasnnyHblie NaMATKM ObLLEro xapakTepa.

B cpeactBax maccoBon MHAOPMaUMKM, OPUEHTUPOBAHHbLIX Ha MefarorMyeckyrd  OBLIEeCTBEHHOCTb,
pekoMeHAyeTCAa B TeyeHue KaneHdapHoro roda perynspHo nybnukoBaTb WHGOPMAaLMOHHbIE MaTepuans,
NOCBSILLEHHblE OTAENbHbIM acnekTaMm WH(OPMaUMOHHON ©e30MacHOCTN KaK HEeCOBEPLUEHHOMETHUX, Tak |
obuleobpasoBaTenbHbIX OpraHuM3auui, a TakkKe pasnuyHble namsaTkM, o0630pbl  HOPMaTUBHO-MPaABOBOrO
perynMpoBaHus gaHHou cdepbl 1 MHADOPMaLMIO O akTyarnbHbIX MEPOMNPUATMAX U COBBITUSX B JaHHON cdbepe.

B xogme npoBegeHuns EguHoro ypoka no 6esonacHoctn B cetu "VIHTepHeT" pekomeHgyeTcs obecneyntb
BbIMYCK TEMaTU4YEeCKOro BbiMycka CpeAcTBa MaccoBOW wHdopmauumm nmbo cepuu nybnukaumn, cpeam KoTopbiX
paccMOTpeTb OpraHn3oBaHHbIE MeponpuAaTUA Ans obyyaloLwmxcs, UX pogutenen (3akoHHbIX MpeacTaBuTenen) u
negarormyeckon obLLEeCTBEHHOCTY.

OdwmumanbHble UHTepHeT-pecypchbl

O6LeobpasoBaTerbHbIM  OpraHM3auMsM pekoMeHOyeTcsi Ha CBoux oduumanbHblX WHTepHeT-pecypcax
obecneuntb (YHKLUMOHMPOBAHME CAMOCTOSITENIBHONO W CcreunanuaupoBaHHoro pasgena "MHgopmaunoHHas
©e30nacHOCTL", B paMKax KOTOPOro NpeaycMOTpeTb pasMeLleHne criegyowen nHopmaumm:

N Paspen/nogpasgen | ®opmaT npeacraBneHus CopepxaHune maTtepmanos
mMaTepuanos
1. |JlokanbHble Konuu ooKymeHTOB B PasmeluaroTcsa Konum JOKYMEHTOB, T.€.

HopMaTuMBHbIE akTbl B | hopmaTte *PDF CKaHUPOBaHHbLIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYIOLLUIA TpeOOBaHUSAM K
WHOpMaLIMOHHON napameTpamMm CKaHMpOBaHUSI.
6e3onacHocTn PasmeluaoTcs AOKYMEHThI,
obyyvaromxcs pernameHTUpytoLLne opraHusaumo n

paboTy ¢ NnepCcoHanbHbIMW AaHHBIMMU,
nrnaHbl MeponpuaTUiA No obecneyeHnto
WH(OpMaLMOHHOW Be3onacHoCTH
obyyarowmxcs n gpyrue.

2. |HopmatusHoe Konuu fokymeHTOB B IMy6nukyroTCsa akTyarnbHble CBEAEHUSA O
perynuposaHue dopmate *PDF deaepanbHbIX U perMoHanbHbIX 3aKOHaXx,
nMcbMax OpraHoB BNacTu 1 gpyrue
HOPMaTUBHO-NPaBOBbIE AOKYMEHTHI,
pernaMmeHTupylowmne obecneyeHve
MH(OpMaLMOHHOW Be3onacHoCTH
HecoBepLueHHoneTHuX. [lonyckaeTcs
BMECTO KONUW pa3meLlaTb rmnepcchbinikvi Ha
COOTBETCTBYIOLLNE AOKYMEHThI Ha canTax
OpraHoB rocyapCTBEHHOM BNacTu.

3. lNeparornyecknm TekcT Ha cTpaHuue Pasmewiatotcs metoanyeckme
paboTHMkam caunTa pekoMeHAauumn 1 ykasbliBaeTcq
Konuu OOKymMeHTOB B MHGOPMaLINA O MEPOMPUATUSAX, NPOEKTax
dopmarte *PDF M nporpaMmmax, HanpasneHHbIX Ha

noBblLeHne MHGHOoPMaLNOHHON
rPaMOTHOCTM NeJarorm4yecknx paboTHMKOB.




4. | Obyyarowumces TekcT Ha cTpaHuue PasmeluaeTtcsa nHdopMaLNOHHasa namsTka
canTta (npunoxeHue N 2) n ykasbiBaeTcs
MHOpMaLNS O MEPONPUATUSIX, MPOEKTaXx
1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLEeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM 0By4atoLMXCS.

5. |Pogutenam (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTtcsa nHgopmaLmMoHHasa namsTka
npeacraBuTeNsaMm) caunTa (npunoxenue N 3).
obyvatowmxcs

6. |[Oetckue 6e3onacHble | TEKCT Ha CTpaHuue Pasmelaetcs nHcopmauus o
caunTbl cavita pekoMeHayeMbIX K MICNOSb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX ETCKUX CalTOB.

OpraHaM, OCyLLEeCTBNSIIOLLMM ynpaBrneHue B ccpepe obpa3oBaHns, pEKOMEHOYETCS HA CBOMX OuLManbHbIX
MHTepHeT-pecypcax obecneuntb (YHKUMOHMPOBAHWE CaMOCTOSITENBHONO M Creuuanu3npoBaHHOro pasgena
"MndopmaumoHHasa 6e3onacHOCTL", B paMKax KOTOPOro NpeaycMoTpeTb pasMeLleHre criegyrowen nHpopmaunm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MH®OPMALIMOHHOM BE3OMACHOCTH IETEM

HENb3A

1. Bcem nogpsa coobuiate CBOKW YaCTHYH MHGOPMaLMo (Hactosiwue ums, hammnuio, TenedoH, agpec,
HOMep LLKOSbI, a Takke doTorpacun cBoW, CBOEN CeMbU U ApYy3en);

2. OTKpbIBaTb BMNOXeHHbIE hannbl 3NEKTPOHHOM NOYThLI, KOrda He 3Haellb OTrnpaBuUTens;
3. MpybuTb, NnpuampaTbCs, Oka3biBaTb AaBreHNE - BeCTU cebst HEBEXITMBO N arpeCcCrBHO;
4. He pacnopsikancst AeHbramu TBoer ceMbi 6e3 paspelleHns cCTaplumnx - Bcerga crnpaluvsav pogutenen;

5. He BcTpevanca ¢ NHTepHeT-3HAaKOMbIMW B pearnbHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
aosepsieLlb.

OCTOPOXHO

1. He Bce nuwyT npaBay. Yutaewnb o cebe Henpaeay B VIHTepHeTe - cooOwm 06 3TOM CBOMM poauTensm
UNU onekyHaw;

2. MpurnawatoT nepenucbiBaTbCs, Urpatb, 0OMeHMBaTLCH - NPOBEPDL, HET N NOABOXA;
3. HesakoHHoe konuposaHue dannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocrbiM 0 NpobrieMax B CETU - OHWU BCeraa noMoryT;

5. Wicnonb3yi HacTpoiku 6e3onacHOCT U NPUBATHOCTM, YTODObI HE MNOTEPSATbL CBOW aKKayHTbl B COLICETSIX U
Apyrux nopranax.

MOXHO
1. YBaxawn gpyrnx nonb3oBaTenen;

2. Monb3ayeubca NHTEPHET-UCTOYHUKOM - ieran CCbIfKy Ha Hero;



3. OTKpbIBaN TONBLKO T€ CCbISKN, B KOTOPbIX YBEPEH;
4. O6waTbcH 3a NMOMOLLBIO B3POCIIbIM - POAUTENM, ONEKYHbl U aAMWHUCTPaLMS CanToB BCErga noMoryT;

5. Mponan obyveHne Ha cante "CeTeBMYOK" 1 NONy4n NacnopT umMdpoBoro rpaxgaHnHa!

Mpunoxexue N 2

NHO®OPMALIMOHHAA MAMATKA
AnA OBYYAKOLWLMXCA ONnA PASMELLEHUA
HA O®ULNATIbHbIX UHTEPHET-PECYPCAX

C KaxablM rogom MOSogexun B MHTEPHETE CTaHOBUTLCS Bomnblue, a LUKONbHUKM OOHWM U3 CaMblX aKTUBHbIX
nonb3oBartenen PyHeta. Mexgy Tem, MOMMMO OFPOMHOIO KOMMYEeCTBa BO3MOXHOCTEW, WHTEPHET HeceT U
npobnembl. OTa NamATKa JOrkHa NomMoyb Tebe 6e3onacHo HaxoaUTLCS B CETW.

KomnbloTepHble BUPYCbI

KomnbloTepHbIN BUPYC - 9TO Pas3HOBMAHOCTb KOMMbLIOTEPHBLIX NPOrpamm, OTAWYUTENbHON OCOBEHHOCTHIO
KOTOpOW $BNseTCA CNOCOBOHOCTb K pasMHOXeHWo. B gononHeHwe K 3TOMy, BUpPYCbl MOrYT MOBPeAvTb WK
MONMHOCTBbIO YHWYTOXWUTb BCe pavinbl U AaHHble, MOAKOHTPOSIbHbIE MOMb30BATENO, OT MMEHM KOTOoporo Obina
3anylieHa 3apaxeHHas nporpaMmMa, a Takke noBpeauTb UK Jaxe YHUUTOXUTb OMepaLyoHHY0 CUCTEMY CO BCEMU
dannamu B Lenom. B 6onbLUMHCTBE CriyyaeB pacnpoCTPaHSTCS BUPYChl Yepes NHTepHeT.

MeTogb! 3aWwuTbl OT BPEOOHOCHbIX nporpamMmm:

1. Vcnonb3yin COBPEMEHHblE ONeEpPaLMOHHbIE CUCTEMbl, MMEKLNE CEepbe3HbIi YPOBEHb 3aluuTbl OT
BPELOHOCHbIX NporpaMm;

2. TocTosAHHO ycTaHaBnMBan nayvTu (LMdpoBblie 3annaTkvi, KOTOpble aBTOMAaTUYECKM YCTaHABNMBAKOTCS C
uenbo gopaboTku nporpaMmmbl) U gpyrue OoGHOBNEHWUSI CBOEN OMnepaumMoHHOM cucTemMbl. CkaumBam MX TOMBKO C
oduymansHoro carnta paspabotumka OC. Ecnu cylecTByeT pexxum aBToMaTn4eckoro O6HOBMEHUS, BKITHOYN €ro;

3. PaboTtan Ha cBoem KoMmMblOTEpPEe MOA NpaBamMu NOMb30BaTens, a He agMuHMcTpaTopa. ATO He No3BONUT
GOMbLUNHCTBY BPEAOHOCHbBIX NPOrpaMm MHCTaNIMpoBaTbCa HAa TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Vcnonb3yn aHTUBUPYCHblE MpPOrpaMMHble MPOAYKTbl M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBreHneM 6a3s;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHelIHWe HOoCUTENU MHOPMaLUK, Takne Kak dneLlka, AMCK unu amnn n3 nHTepHeTa, TONbKO
N3 NPOBEPEHHBIX MCTOYHUKOB;

7. He oTkpblBan KOMMbIOTEPHbIE hannbl, MONyYeHHble W3 HeHaOeXHbIX UCTOYHMKOB. [axe Te dhannsl,
KOTOpble npucnan TBOW 3HaKOMbIN. Jlyylle YTOYHM Y Hero, OTNpaBnsan fiv oH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BuA nepefayn OaHHbIX, HE TEXHOMOrWs, a Bcero nuuwb OpeHa, mMapka. Ewe B 1991 roagy
HuagepnaHackas KomnaHus 3apeructpupoBana 6peHa "WECA", 4to o6o3Hayvano croBocoyveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTcA Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KoTopasi SIBMSIETCS TaKOW XXe TexHomorven. 3JT1o
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue GbiNo AaHO C HAMEKOM Ha CTaHAapPT BbICLUEN 3BYKOBOW TexHUKkM Hi-Fi, yto
B NepeBoe 03Ha4aeT "BblCOKasi TOYHOCTL".

[a, 6ecnnaTHbli MHTEPHET-AOCTYN B Kade, OTendx M asponoprax sBNAeTcs OTNUYHOM BO3MOXHOCTbIO
BbIXOA4a B UHTEPHET. Ho MHOrmMe akcnepTbl cunTaroT, 4To obwenoctynHble Wi-Fi ceTu He siBnistoTcs 6e3onacHbIMU.



CoBeTbl N0 6e3onacHoCTH paboTbl B 06LWenocTynHbIX cetax Wi-fi:

1. He nepepaBai cBO nu4yHy0 unHdopMaumio yepe3 obwenocTtynHole Wi-Fi cetn. PaboTtasa B HuX,
)enaTtenbHO He BBOAMTbL Maponu AOCTyna, NOorMHbl U Kakue-To HOMepa;

2. Vicnonb3yi n 06HOBMAN aHTUBUPYCHbIE NporpaMmbl 1 6paHamayep. Tem cambimM Tbl 06e3onacuilb cebs ot
3aKayku BMpyca Ha TBOE YCTPONCTBO;

3. Mpwn ncnonbsoBaxHmm Wi-Fi oTkntoum doyHkumto "O6Lwmin goctyn K dannam un npuHtepam”. aHHas dyHKUns
3aKpbiTa MO YMONYaHWIO, O4HAKO HEKOTOpble MOMNb30oBaTeNM akTUBMPYIOT ee Ana yaobCTBa MCNONb30BaHUS B
paboTte nnn yyebe;

4. He ncnoneayn nyonuyHeii WI-FI ansa nepegaym nuyHblX AaHHbIX, HANpUMMeEpP ANs BbIXo4a B cOLManbHble
CETUW UINKN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tonbko 3alwmueHHoe coeguHeHne vepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-aagpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuumio "MogkntodeHne k Wi-Fi aBTomatmdeckun”. He pgonyckan
aBTOMAaTM4YECKOro NOAKIYeHNs ycTponcTBa k ceTam Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTu

CoumanbHble CeTM aKTUBHO BXOOAT B Hawy XW3Hb, MHOrne niogun pa60Ta+0T N XMBYT TaM NOCTOAHHO, a B
Facebook YXe 3apernctpmpoBaH murnnappg 4ernoBek, YTO ABNAeTCA OAHOW CceabMOK BCEX XUTENeWn nnaHeTbl.
MHorne nonb3oBaTenn He MOHUMAIOT, YTO I/IHd)OpMaLI,VIﬂ, pasmMelleHHaa MMn B coumnalnibHbIX CETAX, MOXeT ObITb
HangeHa n Ncnorb3oBaHa Kem yrogHo, B TOM 4ucrne He obsi3aTenbHO ¢ Gnarnvu HaMepeHunamn.

OcHoBHbIe cOBeTbI N0 6e30NacHOCTU B coLManbHbIX CETSX:

1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX HE AOMKHO ObITb CNy4YanHbIX U HE3HAKOMbIX NIOAEN;

2. 3awumiian CBOK YacTHYH U3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, aTy TBOEro poXaeHus u
OPYryro NUYHY0 MHAOpMaUUno. 3N0YMbILLNIEHHUKN MOTYT UCMOMb30BaTh AaXe MHAOPMaLNI0 O TOM, Kak Tbl U TBOU

poauTenn nnaHnpyetTe NpoBeCTU KaHUKYIbI;

3. 3awuwain ceoto penyTauuio - epXu ee B YUCTOTe U 3adaBaii ceGe Bonpoc: xoTen Gbl Thl, YTOObLI Apyrue
nonb3oBaTenu BUAEnu, YTo Tbl 3arpyxaelub? Mogymaii, npexae Yem YTo-To onybnvkoBaTh, HanucaTb U 3arpy3uThb;

4. Ecnv Tbl TOBOPULLb C FIOABMW, KOTOPbIX HE 3Haellb, He UCMOMb3yi CBOE pearibHoe UMS 1 APYryio NINYHYIO
NHdOpMaLMK: UMSI, MECTO XXUTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N3beran pasmelleHus dotorpacduii B IHTepHeTe, rae Tbl M306pakeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMOSOXEHUE;

6. MNpwn peructpauun B coLmanbHo ceTm HeobXoanMMo UCMOoMbL30BaTh CrOXHbLIE Naponu, cocTosLmne 3 Byks
M UMp 1 C KONMMYECTBOM 3HAKOB He MeHee 8;

7. lna coumanbHoi ceTu, NoYTbl U APYrMX CaToB HEOOXOAUMO MCMONb30BaTb pasHble Naponu. Toraa ecnm
TeGs B3NOMaloT, TO 3MOYMbILLNEHHUKM NoMyYaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpaay.

aﬂeKTpOHHble AeHbrn

SJ'IeKTpOHHbIe AOEHbIN - 3TO O4YEHb yﬂ,06HbIl7I cnocob nnartexen, ogHako CyLeCTBYHOT MOLUEHHUKKN, KOTOPbIE
XOTAT NONYYNTb 3TU OAEHbIN.

GﬂeKTpOHHbIe OeHbrm noasunncb coecemMm HegaBHO U MUMEHHO U3-3a 3TON0 BO MHOIMMX rocygapcresax oo Cux
Nnop He NponncaHo Npo HUX B 3aKOHax.

B Poccumn xe oHM (PYHKLMOHMPYIOT U O HUX YKe MPOMMcCaHO B 3aKOHe, rae WX pasfensitioT Ha HEeCKONbKo
BMAOB - @aHOHMMHbLIE WU HE aHOHWMHble. PasHuMua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbLIX paspeluaeTcs
NpoBOAUTL onepauun 6e3 maeHTUUKaAUUM Nonb3oBaTensl, a B HEAHOHUMHbIX WMOEHTMdUKaLUS Monb3oBaTens
ABnsieTca obA3aTensLHON.



Takke cnegyetr pasnuuatb 3MNEKTPOHHble puaTHble OeHbrM (paBHbl FOCYAApCTBEHHbIM BanioTam) U
3NEKTPOHHbIE HedmaTHbIE AeHbIM (HE paBHbl FTOCY4apCTBEHHBIM BasoTam).

OcHOBHble COBETbI MO Ge3onacHom pa60Te C 3J1EeKTPOHHbIMU OEeHbramMmu:

1. MNpuBSXM K cHETY MOBUMbHBIN TenedoH. 3TO camblil YAOOHbLIN M BLICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cueTy. [NpuBsA3aHHbIN TenedgoH MOMOXeT, ecnu 3abyaellb CBOW MaTeXHblA Naponb WUNu 3argellb Ha canT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vcnonb3yit ogHopasoBble naponu. Mocne nepexoda Ha yCUSIEHHYH aBTopusauuio Tebe yxe He GyaeT
yrpoXaTb ONacHOCTb KpaXkn UNu nepexeara nrnaTexHoro napons;

3. Bbibepu cnoxHbln naponb. lpecTynHukam OyaeT He MpPOCTO yrafaTb CMOXHbIM naponb. HagexHble
naponu - 3To Naponun, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYalT B cebs CTPOYHbIE M NPONMUCHbIE BYKBHI,
undpbl U HECKOMNbKO CMMBOSIOB, TakMe Kak 3Hak gonnapa, yHTa, BOCKNIMUATENbHbIM 3HaK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOU NMYHbIE JaHHbIE HA CanTaX, KOTOPbIM HE AOBEpPSAELlb.

OneKkTpoHHas noyrta

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MpPefoCTaBrsieMble €K YCyrn No Mepechbinike M MNOoMyyYeHuto
3NEKTPOHHbIX COOBLLEHNI, KOTOpbIE pacnpenensaTcs B KOMNbOTEpPHON ceTu. OBbIYHO 3MEKTPOHHbIN MOYTOBLIN
AWK BbIMSAMT criegylowmMm obpas3oM: MMs_Monb3oBaTensd@umsa_aoMeHa. Takke KpoMe nepefadv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegaBaTb doawsbl.

OcHoBHble COBETHI Mo 6e3onacHoi paboTe ¢ 3NEeKTPOHHO NMOYTON:

1. Hapgo BbibpaTb npaBuibHbIA MOYTOBBIN CepBUC. B MHTEpHETe eCcTb OrpoMHbIV BbiBOp GecnnaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO fyylle AOBEPSATb TEM, KOro 3Haellb U KTO NepBbI B PEUTUHTE;

2. He yka3biBan B JMYHOM MOYTE JNNYHYIO  UWHopmaumio. Hanmpumep, nydwe Bbibpatb
"My3blkanbHbI_daHaT@" unm "pok2013" BmecTto "Ttemal3";

3. Vicnonb3yi ABYX3aTanHyk aBTopM3aumio. OTO KOrga NnoMuUMO Maponst HYXHO BBOAUTb KO, NpUCbinaemMblii
no SMS;

4. Bbibepy CnoxHbIN Napornb. Onsa Kaxaoro noYToBOro ALWUKa AOMKEH ObiTb CBOM HAAEXHbIA, YCTOMYUBBIA K
B3rIOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamoMy CBOW FIUYHbIA BOMPOC, UCMONb3YN 3TY BO3MOXHOCTb;

6. Vicnonb3yi HeckomnbKo MOYTOBLIX ALMKOB. [epBbI AN YacTHOW Mepenucku ¢ agpecaTaMu, KOTOpbIM Thbl
[oBepsielb. OTO ANEKTPOHHbIA aapec He HaJo UCMONb30BaTh NpY perucTpaunn Ha chopymax u canTtax;

7. He oTkpbiBan channsl 1 Apyrne BroXeHUsa B NUCbMax, Aaxke eCrv OHW MpuLWnun oT TBouUx Apy3en. Jlydwe
YTOUHW Y HUX, OTMPAaBNSANM N OHW Tebe aTn dannsl;

8. Mocne okoHYaHWsA paboTbl HA NOYTOBOM CEPBUCE NEPEL 3aKPbITUEM BKMNAZAKU C CalTOM He 3abyab HaxaTb
Ha "BbinTtn".

Ku6ep6ynnuHr unu BupTyansHoe n3geBaTenbCcTBO

KnbepbynnuHr - npecnenoBaHve COOGLLEHVUAMU, coaepXKallMMn OCKOpGneHusi, arpeccuto, 3anyrusaHue;
XYMUraHcTBO; coLparnbHoe GOMKOTUPOBaHMNE C MOMOLLBIO Pa3fUYHBLIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ kKMbepbynIMHroMm:

1. He 6pocavics B 601. Jlyqywnii cnocob: nocoBeToBaTbCA Kak cebs BECTU M, €CNN HET TOTO, K KOMY MOXHO
obpaTtuTbCs, TO BHavane ycnokoutbcs. Ecnu Tl HaYHeLWb oTBeYaTh OCKOPONEHNAMN Ha OCKOPOEHUs], TO TOMBKO
eLle 6onblue pasoxkellb KOHQIUKT;

2. YnpaBnsn cBoewn knbeppenytaunen;



3. AHOHNMHOCTb B CETU MHMUMaS. CyIJJ,eCTByIOT €nocobbl BLIAICHUTL, KTO CTOMT 38 aHOHUMHbIM adKKayHTOM;

4. He cTouT BECTU XynuUraHckuin obpas BUPTYaribHOW XU3HWU. VIHTEpHET puKcMpyeT BCe TBOM OENCTBUS U
coxpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. Cobniogan cBoto BUPTYarnbHY YeCTb CMONOAY;

6. VrHopupyih eguHWYHbIA HeratuB. OOHOpa3oBble OCKOPOUTENbHbIE COOOLLEHMST Nydlle WUrHOPUPOBATb.
O6bI4HO arpeccusi npekpalwaeTcs Ha HavyanbHOW CTagum;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLUEHUSMW, B COLMAnbHbIX CETAX €CTb
BO3MOXHOCTb BIOKMPOBKM OTMNPaBKM COOBLLEHNIA C ONpeaeneHHbIX aapecos;

8. Ecnu Tbl cBuaeTenb knbepbynnuHra. TBou A4eiCTBUS: BLICTYNUTL NPOTUB NpecriefoBaTens, nokasaTtb emy,
4YTO ero AenCTBUS OLEHMBAIOTCSl HEeraTMBHO, NOAAepXaTb XXEePTBY, KOTOPOWM HyXHa MCUXONorMyeckasi nomMoLlb,
COOBLMTL B3pOCHbIM O (pakTe arpeCcCUBHOrO NoBeaeHNs B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble CMapTdOHbI 1 NnaHWweTbl cogepxaTt B cebe BnonHe B3pocnbid YHKUMOHaM, 1 Tenepb OHU
MOTYT KOHKYpMpOBaTb CO CTauMOHapHbIMK KommbloTepamu. OgHako, CpeAcTB 3awmnTbl AN NOAO0BHbBIX YCTPOWCTB
noka o4yeHb Mano. TecTMpoBaHMe N MOUCK YA3BMMOCTEN B HUX MPOUCXOOUT HE Tak MHTEHCUBHO, Kak ans MK, 1o xe
camMoe KacaeTCcs U MOBUNbHbBIX MPUNOXEHUN.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YXe TMNpaKTnd4eckn AorHasnm HacToJsibHble aHanorun, oJ4dHako
pacwunpeHue q)yHKLI,VIOHaﬂa BNneYeT 3a cobon 6OJ'IbLuyI'O CITOXHOCTb N MEHbLLUYKO 3alMLLEHHOCTb.

llaneko He Bce MPOV3BOAMTENW BbIMYCKAOT OGHOBMEHMS, 3aKpblBaOLIME KPUTUYECKUE YSA3BMMOCTU ANs
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUIBHOMO Teﬂe(bOHaZ

Huuero He sBnsieTca no-Hactoswemy 6GecnnaTHbiM. Byab ocTopoxeH, Bedb koraa TebGe npegnaratoT
6ecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KAaKMe-TO MaTHbIE YCIyru;

Oywmawn, npexge 4Yem otnpasutb SMS, doTo unu Bugeo. Thbl TOYHO 3Haelb, rAe OHWM OyayT B KOHEYHOM
ntore?

Heobxogumo oBHOBMATL ONepaunoHHY0 CUCTEMY TBOEro cMapTdoHa;
Ncnonb3yi aHTMBUPYCHbIE NPOrpaMmbl ANs MOBUIbHbBIX TenedgoHOoB;

He 3arpyxaii npunoxeHusi OT HEW3BECTHOrO WCTOYHMKA, BeAb OHW MOryT cofepxaTb BpeAoHOCHOe
nporpaMmmHoe obecnedeHue;

lMocne Toro kak Thbl BbIMAELWb C CanTa, r4e BBOAWUI JIMYHYIO MHGOPMALMIO, 3ainan B HAacTporkn Gpaysepa u
yaanu cookies;

Mepuroanyeckn NpoBepsan, kakMe NnaTHble YCNyru akTMBMPOBaHbLI Ha TBOEM HOMEPE;

Hasaw cBon HOMep MobunbHOro TenedoHa TONbKO M0ASIM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSELUb;

Bluetooth gomkeH GbITb BbIKMIOYEH, KOraa Tbl MM He nonb3yellbes. He 3abbiBai nHorga npoBepsTh 3TO.
Online urpsbl

CoBpeMEHHbIE OHMAaWH-UrPbl - 3TO KPACOYHble, 3axBaTbiBalOLUME pa3BMneYveHUsi, OObEAMHSIOLLME COTHU
TbICSIY YEernoBek no Bcemy mupy. Vrpoku muccredyloT AaHHbIi UM Mup, oOLLalTcs Apyr C APYroM, BbIMOJSHSOT
3aJaHusi, CpaXatoTCs C MOHCTPaMU 1 MOJy4atoT OnbIT. 33 YOOBONbCTBME OHU MNATHAT: NOKYMaloT AWUCK, ONNaYyvMBaoT
aboHeMEeHT unu NpuoGpeTaroT Kakme-To Onumu.

Bce aTu cpegctBa vagyT Ha nNoddepaHue UM pasBMTME UMpbl, a Takke Ha camy 06e30nacHOCTb:
COBEPLLEHCTBYIOTCA CUCTEMbl aBTOPM3aLMK, BbIMyCKalOTCA HOBble NaTyu (LMpoBbIe 3annaTku ANns nporpamm),



3aKpblBalOTCA yA3BUMOCTUN CEpPBEPOB.

B nogobHbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMUX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusauunm OonblIMHCTBA urp.

OcHoBHbIe coBeTbl N0 He30NacHOCTU TBOEro UrPOBOro akKkayHTa:

1. Ecnu apyroin urpok BegeT cebs nroxo wunu cosgaet Tebe HenpusiTHOCTW, 3abroKMpyi ero B Crncke
UrPOKOB;

2. I'Io>|<any|7|c;| aaMUHUCTPaTopaM Urpbl Ha NJy1oxXoe noBeaeHne 3Toro Urpoka, XXenatesibHO NPUNOXUTb Kakmne-
TO AOKa3aTesibCTBa B BMAe CKPUHOB;

3. He ykasbiBan nn4yHyo nHdopmMaumio B npocpanne urpbl;
4. YBaxkan Apyrmx y4acTHMKOB MO UPE;

5. He yctaHaBnuBamn HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yit cnoXHble 1 pasHble Naponu;

7. Jaxe BO BpeMms Urpbl He CTOUT OTKMNIOYaTb aHTMBMPYC. [oka Tbl Mrpaellb, TBOW KOMMbHOTEP MOryT
3apasuTb.

DULNHF UNU KpaXa NINYHbIX AaHHbIX

OObI4HOM Kpa>|<el7| AoeHer n OOKYMEeHTOB cerogHd yxe HWUKOro He yamBullb, HO C pa3BUTUEM WUHTEPHEeT-
TEXHONOrnm 3JTI0YMbILUNTEHHUKN NEPEMECTUITNCh B MHTEPHET, N NPpOAOJKa0T 3aHMMaTbCA "nobmumMbIM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLIEHHNYECTBA NN OULLVHT, rMaBHas Lefb KOTOPOro COCTOWT B
nonyyYyeHun KoHduaeHUmanbHbIX AaHHbIX MOMb3oBaTenen - NOrMHOB 1 naponen. Ha aHrnumnckom sAsbike phishing
yntaeTca kak puwwunHr (ot fishing - peibHas noBnsi, password - naponb).

OcHOBHble coBeTbI Mo 6opbbe ¢ PULLMHIOM:

1. Cnegum 3a cBouM akkayHToM. Ecnn Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3rnomaHa, To Heobxogumo
3abnokupoBaTh €€ 1 COOOLLMTbL agMUHUCTPATOpPaM pecypca 00 3TOM Kak MOXHO CKOpee;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3ayii cnoxHble n pasHble naponu. Takum obpasom, ecnv Tebs B3NOMalT, TO 3MOYMbILLNEHHUKN
nony4aT AOCTYN TOMbKO K OOHOMY TBOEMY NPOUIIO B CETU, @ HE KO BCEM;

4. Ecnun T1ebs B3nomanu, To He06xoaAMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpble 4o6aBneHbl y Tebs
B OpPY3bsX, O TOM, 4YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn GyaeT paccbinaTbCs Cnam W CCbIfIKU Ha
(PULLNHIOBbLIE CaNThI;

5. YctaHoBM HagexHbl naponb (PIN) Ha MOBUIbHBIN TenedoH;

6. OTKMIO4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan cannsl 1 Apyrne BrOXeHUS B NUCbMax, Aaxe eCcnuv OHW NpULLInM OT TBOMX Apy3en. Jlydwe
YTOYHU Y HUX, OTMNPABMANM N1 OHU Tebe 3T hainbl.

UundpoBas penyrauus

LindbpoBas penytaums - 370 HeraTMBHas unm No3nTMBHas MHdopmauns B cetn o Tebe. KomnpomeTtupytowas
nHOpMaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCs Ha TBOEW pearibHOW XW3HW.
"UndpoBas penytaums” - 3To TBOW UMUK, KOTOPbIN hopmMupyeTcs M3 nHopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONOXeHne, 0COBEeHHOCTM XapakTepa M pacckasbl O
GNU3KUX - BCE 3TO HaKannMBaeTcs B ceTu.



MHorve noOApOCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaumm nudHouW uHdopmaumm B WHTepHeTe, He
NoHMMasi BO3MOXHbIX NMOCNeacTBUA. Thl JaXe He CMOXeLUb AoragaTbCsa 0 TOM, YTo doTorpadus, pasmeleHHasa 5
neT Hasapg, cTana NPUYMHON OTKasa NPUHSTL Tebst Ha paboTy.

KommeHTapuu, pasmelleHne TBomx dotorpadun u gpyrne 4ernCTBUS MOTyT HE MCYE3HYTb faxke nocrne Toro,
Kak Tbl MX yoanub. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHdopmaumio, nonana nm oHa B NOUCKOBbIE CUCTEMbI U
COXpaHWMach N1 OHa, a rMaBHOE: YTO MoAyMaloT 0 Tebe okpyXKatoLme Nan, KOTopble HanayT U yBUOAT aTo. Hantu
MHGOPMALIMIO MHOTO NET CMYCTA CMOXET fobon - kak 13 Aobpbix NoOyKAEHUN, TaKk N C HAMEPEHNEM MPUYUHUTD
BpeA. ATO MOXET ObITb KTO YrogHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBON penyTaumm:
1. MNogyman, npexae 4yem 4TO-TO Ny6nNuKoBaThb U Nepenasath y cebsi B 6nore nnu B coumansHON ceTy;

2. B HacTpoiikax npoduns yCTaHOBM OrpaHMYEHUsI Ha MPOCMOTP TBOEro MpodUns U ero CoAepXKUMOro,
caenaw ero Tonbko "ons gpysen”;

3. He pasmewyan n He yka3sbiBah MHhOpMaALUIO, KOTOPAsS MOXET KOro-rnmbo ockopbrnaTe unm obmkaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHbIE MOMb3oBaTeny UndpoBOro npocTpaHcTea. OgHako faneko He Bce
3HAlOT, YTO MONb30OBaHME MHOTMMU BO3MOXHOCTAMM UuMcpoBoro Mupa TpebyeT cobniogeHns npaB Ha
MHTenneKTyanbHyl CO6CTBEHHOCTb.

TepMunH "nHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCHA K pPasfMyHbiM TBOPEHMSAM 4YerioBE4EeCKOro yma,
HauyMHas C HOBbIX U3006peTeHnn 1 3HakoB, 0603HaYaKLWMX COBCTBEHHOCTb Ha MPOAYKTHLI U YCIyrn, 1 3akaH4nsas
KHUramm, dotorpadmamm, KWHOPUNbEMaMm U My3blKanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyanbHyl0 COGCTBEHHOCTb Ha NMPOM3BEAEHMS HaYKu, NMTepaTypbl
M uckyccTBa. ABTOpCKME MpaBa BbICTYNalT B KaYeCTBE rapaHTUM TOro, YTO UHTEMNEKTyanbHbIA/TBOPYECKUA Tpya,
aBTOpa He ByaeT HanpacHbIM, JacT eMy CripaBefnuBbIe BO3MOXHOCTM 3apaboTaTh Ha pe3ynbTaTax CBOero Tpyaa,
MONy4nTb W3BECTHOCTb W Npu3HaHue. HukTo 6e3 paspelleHuss aBTopa He MOXeT BOCMPOW3BOAUTL €ro
npou3BefieHne, pacnpocTpaHsiTe, NybnMyHO OEMOHCTpMpOBaTh, NpodaBaTb, MMMOPTUPOBATL, NyckaTb B MpOKaT,
ny6rMYHO MCNOMHATL, NOKa3bIBaTL/MCNOMHATL B achupe unu pasMeLLaTb B IHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
AaHHbIX K TBOMM akkayHTaMm o 6rokupoBK/ TBOEro YCTPOWCTBA, rAe YCTaHOBMEeHa HerneranbHas nporpamma. He
CTOWT Takke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NPOrpaMMbl, KOTOPblE MOXHO HAWTW B CETU.

O nopTtane

CeTeBI/I‘-IOK.pd) - TBOW IMNaBHbIA COBETYMK B CETU. 34eCb Tbl MOXELb y3HaTb O Ge3onacHoCTN B CeTU
NOHATHbIM N OOCTYMHbLIM A3bIKOM, a NP BO3SHNKHOBEHUN KpMTMHeCKOVI cutyauum O6paTl/ITbCﬂ 3a coBeToM. A Takxke
NPUHATL y4acCTue B KOHKypCax U CTaTb CaMbIM LI,VICprBbIM Fpa)Kﬂ,aHl/IHOM!

MpunoxexHne N 3

NAMSATKA Ons POOUTENEW OB MHOOPMALIMOHHOW BE3ONACHOCTU OETEN

OnpepgeneHne TepmMuHa "MHdoOpMaLnoHHas 6e3onacHocTb aetel" cogepxutca B PegepanbHom 3akoHe N
436-$3 "O 3awute geter OT MHGOPMaUUK, MPUYMHSAIOWEN Bped UX 300POBbI0 U PasBUTMIO", perynvmpylolmm
OTHOLLUEHMS, CBA3aHHbIE C 3aUTON AeTen OT UHOopMaLWW, MPUYMHSAIOWEN Bped NX 300POBbI0 U (MNK) pasBUTUIO.
CornacHo gaHHOMY 3akoHy "MHdopMaumoHHasi 6e30macHOCTbL AeTer” - 3TO COCTOSIHME 3alUULLEHHOCTM, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C MPUYMHEHNEM MHAOPMaLuen Bpeda Ux 340POBb0 1 (Mnn) usnyeckomy,
NCUXNYECKOMY, AYXOBHOMY, HPDABCTBEHHOMY Pa3BUTMIO.

B cuny ®epepanbHoro 3akoHa N 436-O3 nHdopmaumen, NpuimHSAOLLENA Bpes 340POBbO U (M) pasBUTUO
aeten, sBnseTcs:

1. nHdbopmaLms, 3anpeLleHHas Ang pacnpocTpaHeHus cpeau aeTen;



2. wnHdopmMauus, pacnpoCTpaHeHUe KOTOPOW OrpaHUYeHO cpean aeTent onpedeneHHbiX BO3PacTHbIX
KaTeropun.

3. K nHopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHns cpean geTten, OTHOCUTCS:

4. nHpopmaums, nobyxaawollas aeTer K COBEPLUEHUIO OEWACTBUN, NPeaCTaBNSOWMX Yrpo3y WX XU3HU U
(vnn) 300poBLI0, B T.4. MPUYUHEHMIO Bpeda CBOEMY 300POBbLI0, CAMOYOUNCTBY;

5. cnocobHOCTb BLI3BATL Y AETeN xenaHue ynoTpebuTb HapKOTMYEeCKMe cpencTBa, NCUMXOTPOMHbIE U (Mnn)
ogypmaHuBalowue BellecTBa, TabayHble U3Oenus, ankorofnbHyl W CNMPTOCOAEpXKallylo NpoAyKLUUI, NUBO U
HaNWUTKKW, M3roTaBnMBaeMble Ha €ro OCHOBE; MPUHATb y4acTue B a3apTHbIX Urpax, 3aHMMaTbCA NPOCTUTYLIMEWN,
OpoAsAKHNYECTBOM UMK NONPOLLANHNYECTBOM;

6. obocHoBbIBaKOLWaAsa wnm onpaegbiBaowlada AO0onNyCTUMMOCTb Hacunma wu (VIJ'IVI) XecTokocTn nmbo
no6y>|<,qarouJ,aﬂ OoCcylwlecTBNATb HACUINbCTBEHHbIE OENCTBMS NO OTHOLUEHUIO K NI0AAM M XXUBOTHbIM;

7. oTpyuawLlas ceMenHble LEHHOCTU U (DOPMUPYIOLLAA HEYBaXeHUe K poaMTeENsaM 1 (Mnu) Apyrum YneHam
cemMbU;

8. onpasabiBatoLlasi NPOTMBONPaBHOE NOBEAEHWE;
9. copepKallas HeLleH3ypHYH BpaHb;
10. cogepxawasn nHpopmaumo nopHorpadmyeckoro xapakrepa.

K wvHdopmaumn, pacnpocTpaHeHMe KOTOPOM OrpaHuyYeHo cpeau [OeTeil onpedeneHHoro Bo3pacTa,
OTHOCKTCS:

1. nHpopmaums, NnpeacTaBnsgemMas B BUae M30b6paxeHUs UM onMcaHUs XeCTOKOCTH, PrU3n4eckoro n (1nm)
MCUXMYECKOro Hacunms, NPecTyneHns UM NMHOro aHTMOOLLLECTBEHHOIO AeNCTBUS;

2. Bbi3blBalOWas y AeTen CTpax, yKac UNM naHuky, B T.4. NpeAcTaBnsemMas B Buae u3obpakeHus unu
OnMcaHusl B YHWXKaloWen YenoBedeckoe [OOCTOMHCTBO (POpMEe HEeHacUnbCTBEHHOW cmepTu, 3aboneBaHus,
caMoybummncTBa, Hec4acTHOro criydasi, aBapuv Unm KatactTpodsl 1 (MnK) X NocrneacTemn;

3. npefgcrtaensiemas B Buae u3obpaxkeHUss MM OMMUCAHWS MOSIOBbIX OTHOLUEHUA MEXAYy MYXXYMHON U
KEHLLMHOMN;

4. coaepxaliad 6paHHbIe CloBa " BblpaXeHud, He OTHOCALLMeCA K HeLl,eH3ypHOl7I 6paHVI.

C ydyeTom 3Toro Bam npegnaratotcs npasBuna paboTbl B ceTu VIHTEpPHET Ans pasnuuyHbIX BO3PaCTHbIX
KaTeropuvi, cobniogeHne KoTopbix NO3BOSUT 06ecrneynTb MHPOPMaLMOHHYO 6e30MacHOCTb BalUMX OeTEN.

O6wme npasuna gna poauTenen

1. HesaBucumo ot Bo3pacTta pebeHka Mcnosb3yiTe nporpaMMHoe obecrneydeHne, noMoratllee GuUnbLTPoBaThb
N KOHTPONMPOBAThL MHGOPMALMIO, HO He nonaraiTecb NOSIHOCTbIO Ha Hero. Balle BHUMaHWE K peGeHKy - rMaBHbIii
MeTOA 3aLLMTbI.

2. Ecnn Baw pebGeHoK MMeeT akkayHT Ha OAHOM u3 coumanbHbix cepsucoB (Livedournal, blogs.mail.ru,
vkontakte.ru v T.n.), BHUMATENbHO M3y4YnUTE, KaKytd MHPOPMALMIO MOMELLAKT ero y4acTHUKN B CBOUX MPOdUnax u
6riorax, Bknoyas gotorpadum n Bugeo.

3. MpoBepbTe, C KakUMU OpyrMMyM carWTamMy CBsi3aH couumanbHbli cepBuc Bawero pebeHka. CTpaHWyku
Bawero pebeHka MoryT ObiTb 6€30nacHbIMU, HO MOTYT M COAEPXaTb CCbISIKN Ha HeXXenaTenbHble U ONacHble CanThbl
(Hanpumep, NopHOCaWT, MK CanT, Ha KOTOPOM APYr YyNOMUHAaeT HOMep CoToBOro TenedoHa Bawero pebeHka mnu
Baw pomaluHum agpec)

4. Moowpsante Bawwux geten coobwarts 060 BCEM CTPAaHHOM WUIM OTTaSIKMBAIOWEM U HE CIIMLUKOM OCTPO
pearvpynTte, Koraa oHu 37O AenatoT (M3-3a onaceHus noTepsTb A0CTYN K MHTepHeTY AeTU He roBOpPSAT poanTensm
0 npobrnemax, a Takke MOryT Ha4yaTb UCMONb30BaTh VIHTEPHET BHE AOMa U LUKOfbI).

5. byabTe B Kypce ceTeBon xun3HU Bawero pebeHka. MHTepecyiiTech, KTo ux Apy3bs B IHTEpHeT Tak xe, Kak



MHTepecyeTech pearnbHbIMU APY3bsMU.

BospacTt ot 7 go 8 net

B WMHTepHeTe pebeHOK cTapaeTcsl MOCETUTb T€ WIIN MHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha
nocelleHne KOTOpbIX OH He nonydumn Obl OT poauTenei. oaTtomy poamtensim ocobeHHO mnonesHbl byayT Te
OTYeThbl, KOTOpble MpPefoCTaBnsATCA MporpaMMaMy MO  OrpaHMYEHU0  UcMonb3oBaHusa WHTepHeTa, T.e.
PoouTtenbckuii KOHTPOMb UM TO, YTO Bbl CMOXETe YBMAETb BO BPpEMEHHbIX (harnax. B pesynbrate, y pebeHka He
OyoeT oulylleHus, YTo 3a HUM BeAeTCH MOCTOSHHbIM KOHTPOMb, OA4HAKo, poautenu OyayT no-npexHemy 3HaTb,
Kakume caunTbl nocewaetr ux pebeHok. [leTu B AaHHOM Bo3pacTte 06rafalT CUNbHbIM YYBCTBOM CEMbW, OHWU
JOBEpUMBbI U He coMHeBalTca B aBTtopuTeTax. OHM nobAT urpate B cCeTeBble Urpbl U NyTelecTBOBaTb NO
VIHTEepHeTY, UCNONb3ysa 3NEKTPOHHYIO NOYTY, 3aX04UTb Ha CanTbl U YaTbl, HE PEKOMEHAOBAHHbIE POAUTENSAMM.

CoBeTbl N0 Bbe3onacHocTu B ceTn NHTepHeT anga aeten 7 - 8 net

1. CospgaiiTe cnUCOK AOMalUHUX MpaBWn MoceleHus MHTepHeTa npu ydactum geteil U TpebyiiTe ero
BbINOMHEHNS.

2. Tpebyvite ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaXOXAEeHUs 3a KOMMboTepoMm. [okaxute
pebeHky, 4to Bbl HabnogaeTe 3a HUM He NOToMy 4YTO Bam 3T0O xouyeTcs, a noTomy 4To Bbl Becnokoutechb O ero
6Ge3onacHOCTW 1 BCeraa rotoBbl EMy NOMOYb.

3. KomnbloTep ¢ nogkntoveHnem Kk UHTepHeTy OO/mKeH HaxoouTbcs B oOLen KoMHaTe nog NpUcMOTPOM
poautenen.

4. Nicnonb3ynte cneunarnbHble AETCKME MOMCKOBbBIE MALUMUHbI.

5. Vicnonb3ynte cpeactsa OrnokMpoBaHUSA HeXenaTenbHOro KOHTEHTa Kak AOMOfHEeHMe K CTaHAapTHOMY
PoantensckomMy KOHTPOIto.

6. Co3pante ceMenHbIN SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MMETb COOCTBEHHbIE aapeca.

7. En0K|/|py|7|Te 0oCTyn K caitam ¢ 6ecnnaTtHbIMW MOYTOBLIMU SILLUUKAMWU C MOMOLLbIO COOTBETCTBYHKOLLErO
nporpamMmmHoro obecneyeHus.

8. Mpuyunte geten coseToBaTbCa ¢ Bamu nepen onybnukoBaHvem kakon-nnbo vHgopmauun cpeacrsamm
3NEeKTPOHHOW MOYThI, YaTOB, PErMcTpPaLoHHbLIX POpM 1 Npodunen.

9. Hayunte peTeit He 3arpyxaTtb hannbl, NporpaMmMbl U My3biKy 6e3 BaLlero cornacusi.
10. He paspeluarite AeTsM UCNONb30BaTb CyX0bl MTHOBEHHOrO OOMeHa CooOLLEeHNAMM.

11. B "Genbin" CNUCOK CaWTOB, paspeLleHHbIX ANs MOCeLeHns, BHOCMTE TOMbKO CaWTbl C XOPOLUEN
penyTauuen.

12. He 3abbiBaviTe 6ecefnoBaTtb ¢ geTbMu 00 Ux Apy3bsix B MIHTepHeTe, Kak ecnu Obl peyb wna o Apy3bsx B
pearnibHOWN XXWU3HMU.

13. He genanite "taby" 13 BONPOCOB MOSIOBOW >XW3HW, TaK kak B IHTEpHETE AeTU MOTyT NErko HaTKHYTbCS Ha
nopHorpaduio nnn canTsl "gns B3pocnbix”.

14. Mpuyuute Bawero pebeHka coobliaTb Bam O nobbiX yrpo3ax Unu TpeBorax, CBSI3aHHbIX C VIHTepHeTOM.
OcTtaBanTecb CMOKOWHBIMW U HanoMHWUTE OEeTsIM, YTO OHM B 6e30nacHOCTK, ecrim caMu pacckasanu Bam O CBOMX
TpeBorax. [loxBanuTe nx n NOCOBETyNTE NOAOWTM eLle pa3 B MOAOOHbIX Cryyasx.

BospacT getert ot 9 go 12 net

B paHHOM Bo3pacTe [OeTu, Kak NpaBuno, YXXe HacnbllaHbl O TOM, Kakasi MHGopMauus CyLlecTBYeT B
WHTepHeTe. COBEpPLUEHHO HOPMArbHO, YTO OHM XOTAT 3TO YBMAETb, MPOYECTb, YChbiwaTtb. [1pM 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexenaTenbHbIM MaTepuanaMm MOXHO nerko 3abrnokvupoBaTb Mpu MOMOLLM CpPeacTs
PoaunTenbckoro KOHTpons.



CoBeTbl No 6e3onacHocTy ana geten ot 9 oo 12 net

1. Cospgainte CNMCOK OOMalUHMX MpaBun nocelieHns WHTepHeT npu yyvactum geTten u Tpebyite ero
BbINOMHEHNS.

2. TpebywnTte ot Bawero pebeHka cobniogeHns HOpM HaxoXaeHUs 3a KOMMNbIOTEPOM.

3. Habnopaite 3a pebGeHkoM npu paboTe 3a KOMMbIOTEPOM, MOKaxuTe emy, 4To Bbl GecrnokouTecb O ero
6e30nacHOCTU 1 BCeraga rotoBbl OKasaTb eMy NOMOLLb.

4. KomnbloTep € nogkntoveHnem B WIHTEpHeT JOormkeH HaxoauTbCs B OOLWen koMHaTe noa npucMoTpoM
poauTenen.

5. Vcnonb3ynte cpeactsa GrnokMpoBaHMA HexXenaTenbHOro KOHTEHTa Kak AOMOMHEeHMe K CTaHAapTHOMY
PoantensckomMy KOHTPOIto.

6. He 3abbiBanTe npuHMMaTh HENOCpeaCTBEHHOE yvacTue B XusHu pebeHka, 6ecegoBatb ¢ geTeMu 06 ux
Opy3bsix B VIHTepHeTe.

7. HactauBavite, 4Tob6bl 4€TM HMKOr4A He cornallanqcb Ha fMdHble BCTPeUn ¢ Apy3bsaMu No VIHTepHeTy.
8. MNosBonante geTam 3axoAuTb TOMbKO Ha canTbl 13 "6enoro” cnucka, KOTopbIN co3aanTe BMECTE C HAMM.

9. MNpuyunTte AeTen HUKOrAa He BblAaBaTb MMYHYHO MHAOPMALMIO CpeacTBaMM SMEKTPOHHOW MOYThI, 4aToB,
CUCTEM MIHOBEHHOro obmMeHa coobLeHaMI, PErMCTPaLMOHHbBIX (POPM, NMMYHBLIX NPodUNen N Npu perucTpauum Ha
KOHKypcbl B IHTepHeTe.

10. MNpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHns. OBbACHUTE UM, YTO OHW MOTYT
Cry4YanHo 3arpy3vTb BUPYCbl NN APYroe HexernartenbHoe nporpammHoe obecneyeHue.

11. Co3parite Bawemy pebeHKy orpaHUYeHHYI0 YYETHYHO 3annch Ans paGoTel HAa KOMMbIOTEPE.

12. Mpunyuute Bawero pebeHka coobaTb Bam 0 NOOLIX yrpo3ax unum Tpeeorax, CBA3aHHbIX ¢ MIHTepHETOM.
HanomHuTe getsm, 4Tto oHM B 6€30MacHOCTM, ECNIN CaMy pacckasany BaM O CBOMX TPEBOrax 1 onaceHumsx.

13. Pacckaxute getam o nopHorpadum B NHTepHeTE.

14. HactanBante Ha ToMm, 4YTOObI A€TM NPEeAOCTaBNsANM BamMm JOCTYN K CBOEN 3NIEKTPOHHON MoYTe, YTOObI Bbl
y6eamnumcb, 4To OHU He 0bLLatTCH C HE3HaKoMLaMu.

15. OGbsICHUTE OeTsIM, YTO Henb3si UCMONb30BaTb CeTb AN XYIIUraHcTBa, pacnpoCTpaHeHUs ChneTeH uUnu
yrpoa.

BospacT getert ot 13 go 17 net

B aTom Bo3pacTe NoApOCTKM aKTUBHO MUCMOSIb3YHOT MNOUCKOBbIE MalUWHbI, MONb3YHTCA 3NEKTPOHHON NMOYTOMN,
cnyx6amMmy MrHoBeHHOro obmeHa COOOLLUEHMAIMKU, CKauMBaloT My3blky U dunbmMbl. ManbymMkam B 3TOM BO3pacTe
Gonblle MO HpaBy cCMeTaTb BCE OFPaHUYEHUsl, OHU XaxayT rpyboro tomopa, asapTHbIX WUrp, KapTUHOK "ans
B3pocnblx". [JeBouykM npeanoynTaoT obwatbcs B 4aTax, Npu 3TOM OHM ropasgo Gonee YyBCTBUTENbHbI K
cekcyanbHbIM JomoraTenscTeam B MIHTepHeTe.

3ayacTyo B JaHHOM BO3pacTe poauUTENsAM YKe BeCbMa CIOXHO KOHTPONMPOBaTb CBOMX AETeW, Tak kak 00
VHTepHETE OHM Yyxe 3HalT 3Ha4uTeNnbHO Oonblue CBOMX poauTenei. Tem He MeHee, He OTnyckawTe geTen B
"cBobogHOe nnaBaHue" no NHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 00LeHMM pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasBuna MHTepHeT-6e3onacHOCTU - corfalleHne Mexay
poauTensMu u getbMu. Kpome TOro, HeoGXoauMO Kak MOXHO valle npocMmaTtpuBaTb OTYETbl O AeSTeNbHOCTU
deteit B MHTepHeTe. CrniegyeT o6paTuTb BHMMaHWe Ha HEOGXOAUMOCTb COOEPXKaHWsi POAMTENbCKMX naporen
(naponeit aAMUHUCTPATOPOB) B CTPOTOM CekpeTe 1 06paTuTb BHUMaHNWe Ha CTPOroCTb 3TUX Naponen.

CoBeTbl N0 Be3onacHOCTU B 3TOM Bo3pacTe oT 13 oo 17 net

1. Co3sgante cnucok AomallHWX npaBun nocelleHus WHTepHeTa npu yyacTum NogpocTKoB U TpebyunTte



6e3yCcnoBHOro ero BbinosiHeHusl. OGroBopuTe ¢ peGEHKOM CMMCOK 3anpeLLeHHbIX CaiToB ("4epHblit cnMcok"), Yachl
paboTbl B IHTEpHETE, PYKOBOACTBO MO 06LieHnto B VIHTEpHETe (B TOM Yucre B YaTax).

2. KOMI'IbI'OTep C NoAKIto4yeHnem K cetu VlHTepHeT OOJIDKEH HaxoauTbesl B obLuen koMHaTe.

3. He 3abbiBante becepoBatb ¢ geTbMu 00 ux Apy3bsx B NHTepHeTe, O TOM, YEeM OHM 3aHATbl TaKUM
ob6pasom, 6yaTo peyb MaeT 0 Apy3bsx B pearibHOM Xu3HW. CnpalumBainTe o nioasix, ¢ KOTopbiMu AeTn obatoTcs
NOCPEACTBOM Cry6 MrHOBEHHOro obMeHa coobLueHnamu, YTobbl yoeanTbCsl, YTO 3TW NI0AM UM 3HAKOMBI.

4. WNcnonbsynTte cpeactea GNOKMPOBaHWA HeXenaTenbHOrO KOHTEHTa Kak [OMofIHeHWe K CTaHO4apTHOMY
PoantensckomMy KOHTPOIto.

5. Heobxogumo 3HaTb, Kakumm 4YaTamym nones3yloTca Bawwm pgetu. [oowpsnte ucnonb3oBaHue
MoAepupyembiX 4YaToB 1 HacTauBawnTe, YTobbl AeTW He obLwanucb B MPUBATHOM peXnMe.

6. HactamnBaiite Ha ToM, YTOObI AETN HUKOrOA He BCTpe4alnimcb JINYHO C ApYy3bAMU N3 CETU VlHTepHeT.

7. Mpuydnte geTer He BblgaBaTb CBOK MMYHYKO MHAOPMaLMIO CpeacTBaMy 3NEKTPOHHOW MOYThbl, YaToB,
CMCTEM MrHOBEHHOro obmMeHa CoOBLLEeHNAMN, PerncTpaumoHHbIX OPM, TMYHBIX NPodunen n Npn pernctTpaummn Ha
KOHKypCbl B VIHTepHeTe.

8. MpuyunTe OeTel He 3arpyxaTtb nporpaMmbl 6e3 Bawero paspelenusi. OGBbACHUTE UM, YTO OHM MOTYT
Cry4yalnHo 3arpy3nTb BUPYCbI UIN APYroe HexenaTtenbHoe nporpammHoe obecrnedeHue.

9. Mpuyunte Bawero pebeHka coobate Bam 0 NobbIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTepHeToM.
HanomHuTe geTsaM, 4TO OHM B 6GesonacHOCTW, eCnu camu pacckasanu Bam, O CBOWMX Yyrposax Wnu TpeBorax.
lMoxBanute nx 1 NOCOBETYWTE NOLOWTH eLle pa3 B NOAOOHbIX Criydasx.

10. Pacckaxute getam o nopHorpacdum B WHTepHeTe. lMomormte MM 3awmtuTbcs OT cnama. Hayuute
NOAPOCTKOB He BbldaBatb B WHTepHeTe CBoOero peanbHOr0 SMeKTPOHHOrO agpeca, He oOTBevYaTb Ha
HexxenaTernbHble NMCbMa M UCMONb30BaTh CreunanbHble MOYTOBbIE (PUNBTPbI.

11. I'IleyHMTe cebs1 3HaKOMUTbCS C canTamu, KOTOpbI€ NoceLarT NoAPOCTKN.

12. Hayuute geTei yBaxaTtb OPYrux B MHTEpHeTe. YbeanTech, YTO OHU 3HAKT O TOM, YTO MpaBuiia XopoLUero
noBeAeHWs AeNCTBYIOT BE3AE - Aaxe B BUPTYanbHOM MUpeE.

13. OObsicHUTE [eTaAM, YTO HM B KOEeM clyy4ae Henb3a wucnomnb3oBatb CeTb AN XynUraHcTea,
pacnpoCTpaHeHUs CNNeTeH UK yrpo3 APYriM NI0AsIM.

14. Obcyaute ¢ nogpocTkamm npobrnembl CEeTEBbIX a3apTHbIX UMP U UX BO3MOXHBIN puck. HanomHute, 4To
OETU He MOTryT UrpaTtb B 3TW UrPbl COTMAcHO 3aKOHY.

MocTosHHO KOHTpoNMpyiTe ucnonb3oBaHne NHTepHeTa Bawwnm pebeHkom! OTO He HapyLLeHWe ero NMYHOro
NPOCTPaHCTBA, a Mepa NPeaoCTOPOXHOCTM 1 NposBneHne Bawen poaMTenbckon OTBETCTBEHHOCTU M 3a00ThlI.




